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Revisiting the Dark Web: GBV, CSAM and Agentic AI

Artificial Intelligence is now a double-edged sword capable of automating 
extreme digital exploitation while simultaneously offering sophisticated
tools for victim detection.

“Agentic Al” acts as a force multiplier. In the deep and dark web, this 
autonomy is weaponized.



Dark Web

Hidden internet requiring Tor. 

Not inherently criminal; used for privacy, e.g. protecting 
journalists; but also attracts criminal networks.



GBV

Gender-Based Violence. 
Harmful acts directed at individuals based on gender. 
Amplified by digital tools.
The spectrum now includes doxxing, non-consensual sharing of intimate 
images, and Al-generated fake sexual imagery (deepfakes). The harm is 
psychological, reputational, and sometimes permanent.



CSAM

Child Sexual Abuse Materials.
Content depicting sexual exploitation of children. Distributed via 
encrypted platforms.
Possession and distribution are severe felonies worldwide. This is a top
priority for global law enforcement and must be distinguished from
general “adult content" debates.



Agentic AI
Autonomous systems that use AI agents – powered by large language 
models (LLMs) and specialized tools – to plan, reason, and act 
independently to achieve complex, multi-step goals with limited human 
supervision.
Unlike generative AI that creates content upon request, agentic AI focuses 
on decision-making, interacting with applications, and adapting to dynamic 
environments.
It’s acting on behalf of the owner/creator.
Shift from passive consumers to active prosumers and producers. 



The Convergence:
where technology and harm intersect

-

Even if no child can be identified, 
deepfake materials normalize the 
sexual exploitation of children.



The Multiplier Effect:
How Agentic AI Scales Abuse

-Pay-per-view exploitative content is increasing.
-GBV and  CSAM are complicated by human-prompted,Al-generated materials.
-Some people are knowingly [and unknowingly] distributing exploitative contents.
-How do we safeguard vulnerable communities when digital footprints become a liability?



The Algorithmic Arms Race:
Detection vs Evasion

need systemic and institutional regulation and action
institutions are flooding the dam upstream while 
individuals are using baskets to stop the flood downstream



Inside Job: AI Safeguards and Guardrails

the warnings are loud and clear
are the systems and institutions listening?



Outside Looking In: AI Safeguards and Guardrails

civil society organisations are raising alarms
individuals are raising alarms



The Ask… ?

Digital First Responders – open call for allied healthcare professionals.
counsellors, social workers, psychotherapists: meet victims 
where they are. Online



Redefining Zen: Agency over Automation
What can you do as an individual?
Zen is not withdrawal. Zen is not checking out.
Zen is choosing presence amid noise, choice amid algorithms, agency amid 
automation.
In an age of volatility, maintaining psychological resilience is a requisite skill, 
not a luxury.
Zen is not fragile; it is a trained skill that grows in difficult times; a daily 
micro-practice of control over attention, boundaries, and meaning.



Applying Zen
Tactical Guide to Digital Hygiene and Boundaries

-



Applying Zen
Cognitive Defense – Reality Testing and Sleep Protection

-



Applying Zen
Choosing Presence Over Panic

The age of AI does not remove our ability to choose presence over panic.

Slow the Body + Clarify the Mind + Soften the Heart = Right Action

You have the right to mute, block and disengage. Access to you is a 
privilege, not a right.

By balancing technical safeguards with human-centered advocacy, we 
secure the digital ecosystem for everyone.
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